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Abstract—In this paper, we report on fast identification
of low-cost tags with a commercial terahertz (THz)
spectrometer. These tags are designed and dedicated for
anti-counterfeiting applications. One-dimensional pattern
on a fully dielectric material were designed to enhance the
robustness and complex the reverse engineering. Moreover,
contrary to barcodes and RFID tags based on a planar
surface pattern, this one is buried in the volume and can
be then hidden in the product to identify as it is only made
of dielectric material, without any metal. The generic tag
consists of a quasi-periodic stack of two different
polyethylene-based dielectric layers with different
refractive indices and thicknesses. As we use THz wave,
each layer remains thin (of the order of the wavelength), to
get a tag whose thickness is in the millimeter range. We
show that a reliable identification of the binary code
encoded by the tag is possible in few tens of millisecond,
with a bit error rate smaller than 1 percent.

Keywords— counterfeiting; fast identification; low-cost;

RFID; THID tags; terahertz.

I. INTRODUCTION

The Identification in the Terahertz (THz) domain (THID)
using tags based on structured materials is a promising way to
address counterfeiting issues ™2 This technology is currently
limited by the terahertz (THz) reader developments in term of
cost, compactness and acquisition speed, which remain the
main crucial points for such applications. THID aims at
proposing solutions to push the limits of identification
technologies currently used. The specific properties of the
materials in the THz frequency domain allow to consider a
new generation of tags, in order to strengthen the protection of
the data contained inside. The current technologies such as
RFID and barcodes can be easily reverse-engineered and
counterfeited P since they are composed of printed
schemes or metal parts on the top of the label. The first THID
approach has been revealed by D. Cumming in 2003, who

demonstrated the possibility to create a THz hologram
embedded in a dielectric material . In 2015, Y. Guan et al.
have proposed structures based on polyethylene and carbon
layers which are stacked . Very recently, tags based on
photonic-crystal slabs using silicon material were proposed as
a large storage capacity of 48 bits/cm? 1. Alternative THz tags
structures based on diffractive gratings were proposed to
address authentication and package damage inspection. .
The initial structure of the THID tag we proposed in this paper
is a 1D periodic stack of dielectric layers whose overall
thickness is in the millimeter range 2. The frequency
response (transmission and reflection) of such tag is ruled by
the material and the geometrical parameters of each layer.
Forbidden frequency bang gap (named Photonic Band Gap:
PBG) appears in this response. Changing the structure of the
stacking by especially modifying the thickness or the
refractive index of one or several layers (named structural
defect), the spectral response of the corresponding THID tag is
also impacted. Indeed, when the periodicity of the structure is
broken, some peaks appear in the PBG. The number and the
spectral position of these peaks allows to encode an
information in the tag which can be therefore used as reliable
and unique identifier. In order to address real application
issues, the THz reader must be able to measure the identifier
stored in any tag in quasi real time. After introducing the tag
structure, we will describe how we encode information buried
in the tag and how many bits can be stored with such
structures. Then, we will focus on the capacity of a currently
available commercial THz spectrometer to perform reliable
identification of these tags in a realistic duration for the
targeted real-time applications.

Il. TAG DESCRIPTION

As previously described, the proposed THz tag is made of
a stack of two different transparent thin dielectric films
exhibiting different refractive index in the THz frequency
range: a high (H) one and low (L) one; these films being
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alternatively and periodically arranged. Depending on the
layers properties (refractive index and thickness) and on the
periodic arrangement, an incident electromagnetic wave is
either transmitted or reflected according to the frequency. The
non-transmitted frequency ranges are known as Photonic Band
Gap (PBG) and appear periodically in the frequency domain.
In first approximation, the spectral position of the PBG
depends on the optical thicknesses of the layers, while their
depth, known as rejection rate, depends on the refractive index
contrast between the alternative and successive layers H and L
and their number ™. Basically, we optimize the number of the
layers to maximize the signal rejection in the PBG, and to
limit the losses due to material absorption coefficients. Here,
we used pure Low-Density Polyethylene (LDPE) and a
mixture of TiO, (60%) — LDPE (40%), which present
refractive indices of n_ = 1.51 and ny = 2.29, respectively. The
tag used in this study has been designed so that the frequency
position of the first PBG is centered at 310 GHz. In this
frequency range, the THz spectrometer used as the tag reader
presents a maximum of dynamics. For that, a stack of 19
alternating layers with respective thicknesses of ey = 85 um
and e_= 240 um, has been fabricated (Fig. 1). The information
is then contained in the volume of the tag which can be
directly incorporated in the product to identify. Let’s notice
that, playing with the ratio of TiO, in the mixture, we can
precisely tune the refractive index of the effective material
from 1.51 (pure polyethylene) up to 2.3 (60% TiO,-40%
LDPE in mass), that latter value corresponding to a limit from
which the material has more mechanical strength. Moreover,
the refractive index behavior of the mixture versus the ratio of
the TiO, can be very well predicted using effective medium
approaches like the Lichtenecker and Rother formalism 2 A
wide range of value of the refractive index can be then chosen
either to fabricate the main layers or the structural defects. On
other hand, for such a tag family, made of a common polymer
material, the cost for this latter depends on the number of
layers: about $0.4 cts for a 19 layers tag as presented in this
study, whereas the manufacturing cost cannot be precisely
evaluated has it drastically varies with the number of produced
tags. In case of mass-production techniques, the order of
magnitude of the cost will be not really different and must be
compared to the one of other existing technologies: $7- $15
cts for a “classical” RFID tag, or $0.01- $0.05 cts in case of
RF tags used in the protection of clothing from theft for
example.

I11. CODING PRINCIPLE

The basic idea is to use the peaks appearing in the PBG
when one or several structural defects are introduced in the
initial structure of the tag. As the spectral positions and the
number of these peaks depend on the structural defects

characteristics,they can be used to encode a binary information.

We plot in Fig. 2 the transmission coefficient of the tag
previously described, around the 1% PBG. Note that the
predicted transmission of this multilayer structure (solid line),

Fig.1 a) Picture of the experimental sample multilayer tag;
b) microscope images of stacked layers made of LDPE and TiO,.

calculated using the transfer matrix method ™%, is in very good
agreement with the experiment (circles), and thereby can be
used as a prediction tool, to design the tags. The binary
information is then encoded by dividing the PBG into sorted
channels which are labeled by binary sequences. Some of
them are activated by the presence of the peaks to give the
unique binary code of the tag. As represented in Fig. 2, in the
present case the PBG is divided in N = 8 channels, each of
them corresponding to a 3-bits binary word. Here the channels
3 and 6 are activated by the presence of M = 2 peaks, therefore,
the binary code embedded into the tag spectral response is
simply <010 101>. The coding capacity p(N) of the proposed
tag is given by numbering the different combinations
achievable with N channels. As any combination is obtained
by activating from 0 up to N channels, one finally gets the
following coding capacity in bits (1):

p(N) =log, (Zy 5 Cy ) =N €y

where the number of channels N depends on the PBG
bandwidth Af, and the channel width 5f:

Af
N=|— 2
‘& @

In our case N = 8, leading to a coding capacity p(N) of about 8
bits. Practically, p(N) depends on the reader performances via
its frequency resolution and on the tag characteristics.
Moreover, the minimum channel width 6f, is imposed by both
the tag reader and the spectral width of the defect peaks
(depending on the tag losses). &f cannot be smaller than twice
this latter parameter to ensure affecting a given peak to the
right channel. As realistic example, we consider the tag whose
spectral response is given in Fig. 2 (Af = 130 GHz) but made
of lower absorbing materials (o = 1 cm™). The lower are the



losses of the material in the layers, the narrower are the peaks
induced in the PBG: in that case the full width at half
maximum (FWHM) of the peaks is narrowed to about 2 GHz
(see Fig. 3). If we consider more a THz reader presenting a
frequency resolution of 100 MHz, for example using a
continuous waves (CW) THz system 23 calculations show
one could potentially get a coding storage capacity of about 65
bits. Such performances would depend on the measurement
quality that is directly linked to the acquisition time. To obtain
a sufficient signal-to-noise ratio (SNR) of several dB which is
required reliably identified the tag, we must average the
measured signal. In the following section, we focus on the
THz tag performance by considering the evolution of the bit
error rate (BER) when the time measurement decreases up to
allow a fast identification.

IV. FAST THZ IDENTIFICATION

In this section we evaluate the ability of a current commercial
THz system to precisely and fastly measure the spectral
response of a tag. To ensure an efficient tag reading, the SNR
of the THz system must be sufficient in the considered
bandwidth, from 0.25 THz to 0.38 THz in our case. Let’s keep
in mind that the noise floor is getting higher when averaging is
getting lower, therefore the identification process will become
hazardous when acquisition time is shortened. To evaluate
how fast we can identify a tag with a high reliability, we
measure the transmission response of the THID tag using a
commercial terahertz time-domain spectroscopy (THz-TDS)
system from ADVANTESTgs (model TAS7500 SP).
Contrarily to conventional THz-TDS systems based on
mechanical delay line ™! the pump/probe delay of the
TAS7500 SP is achieved using electrically controlled optical
sampling (ECOPS) technique ¥ that allows very high-speed
measurement. The complex transmission coefficient T(w) of
the tag is calculated from the complex Fourier transforms of
the THz waveform passing through the tag S(w), and
propagating from the emitter to the receiver in absence of tag,
R(w):
S(w)

T(w)= % 3)

The ECOPS-based TAS7500 SP system is a good candidate
for fast identification applications, since it allows the record of
a transmitted waveform in only 8 ms over a time window of
132 ps with a time step 8t of 2 fs. This leads to the acquisition
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Fig. 2 Simulated (black solid line) and experimental (pink circles)
transmission spectra of the proposed tag. The PBG limits are defined by
vertical pink lines.

of the tag transmission coefficient over a bandwidth spreading
from 0.1 to 4 THz with a spectral resolution of 7.6 GHz.This
spectral resolution of the reader permits to define N = 8
channels in the PBG of the tag described above. To estimate
the acquisition time that leads to an accurate identification of
the tag when using the TAS7500 SP system, we measured the
considered tag hundred times in a row with a given averaging
time. Then, each of the hundred binary words extracted from
the spectral responses and ensured by a homemade software
optimized for the peak detection in the spectral range 0.2-0.5
THz, are compared to a reference signature which has been
acquired by using the longest averaging time proposed by of
the system (few minutes to obtain the reference code (<010
101>). Then, the bit error rate (BER) which is directly linked
to the identification reliability, is obtained by counting the
erroneous binary codes among the hundred measurements, in
comparison to the reference one. By repeating the above-
described experimental process for different acquisition times,
we get Fig. 4 exhibits the BER in function of the acquisition
time. Note that for sake of experimental duration, we have
deliberately limited the number of measurements to 100.
Consequently, a BER equal to zero means a reliability better
than 99%. According to Fig. 4, the BER remains smaller than
1% for acquisition time as short as 64 ms, leading to a tag
identification reliability better than 99%. As expected, the
BER is getting greater when acquisition time decreases.
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Fig. 3 Simulated peak width, considering a low but realistic absorbing
material (1 cm™) in the layers of the THID tag.
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By using the TAS7500 SP system, it is clear that the tag is
accurately identified which validate the proposed
identification concept. Finally, note that the THz reader we
used in this study is not optimized for identification
applications.
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Fig. 4 Variation of the BER obtained using the tag versus the acquisition time.

V. CONCLUSION

In this study, we have demonstrated the possibility of a
fast identification of a THID tag with a 5 bits binary coding
capacity by using a commercial time domain spectrometer
ADVANTESTg TAS7500 SP with a high reliability greater
than 99 percent in less than 64 ms. We have obtained such
performances by a comparison of binary words that are
encoded in the frequency domain using the spectral position of
the defect peaks in the PBG of a few mm thick tag. To
evaluate the ability of a THz reader for identification
applications, we also must to take into account of the intrinsic
noise of the system *) to ensure a correct identification. More,
the recent development of ultrafast high-resolution ASOPS-
based THz-TDS systems [ associated with de-noising
extraction techniques % would provide powerful THz reader
2% very promising for the fast identification of tags with
coding capacities of several tens of bits. To get these

performances, the frequency resolution of the THz reader must
be also improved, to get a greater number of channels, and by
increasing the number of peaks in the PBG on the tag point of
view 2,
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