
HAL Id: hal-02014053
https://hal.univ-grenoble-alpes.fr/hal-02014053

Submitted on 5 Mar 2020

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

Authentication in the THz domain: a new tool to fight
couterfeiting

Florent Bonnefoy, Maher Hamdi, Maxime Bernier, Nicolas Barbot, Romain
Siragusa, David Hely, Etienne Perret, Frédéric Garet

To cite this version:
Florent Bonnefoy, Maher Hamdi, Maxime Bernier, Nicolas Barbot, Romain Siragusa, et al.. Authen-
tication in the THz domain: a new tool to fight couterfeiting. 9th THz days, Jun 2017, Dunkerque,
France. �hal-02014053�

https://hal.univ-grenoble-alpes.fr/hal-02014053
https://hal.archives-ouvertes.fr


Authentication in the THz domain: a new tool to fight counterfeiting 
 

F. Bonnefoy
1
, M. Hamdi

3
, M. Bernier

1
, N. Barbot

2
, R. Siragusa

2
, D. Hely

2
, E. Perret

2
 and F. Garet

1
 

 

1
IMEP-LAHC, Université de Savoie Mont Blanc, 73376 Le Bourget du Lac, France ; 

2
LCIS, 50 rue Barthélémy de 

Laffemas, 26902 Valence, France ; 
3
CEA MINATEC, 17 rue des Martyrs, 38054 Grenoble, France. 

Introduction: In the present work, we propose a new approach based on the use of the spectral signature of 

diffraction gratings engraved on one side of smart cards to be authenticated. The etched substrate acts as a 

dielectric waveguide associated to a 1D diffraction grating [1]. When the coupling conditions are verified, 

the reflected and transmitted THz spectra exhibit extinction lines (m-lines) that can be used as a broadband 

and rich spectral signature. For a given incident angle, the number of m-lines, their frequency positions and 

depth depend on the geometrical dimensions of the structure [2]. Hence, a unique etching scheme leads to a 

unique spectral signature. We first focused on simulations and experimental validation of the proposed 

authentication method that we would present to the 9
th

 THz days. 

Structure and principle: The structure presented in Fig. 1.a. is constituted in a 1D rectangular diffraction 

grating engraved on a smart card using a LPKF Protomat C60 machine. The optical parameters of the cards 

are: thickness ecard = 760 ± 10 µm, absorption ~20 cm
-1

 and refractive index n~1.72 @ 1 THz. The 

transmission and reflection of whole structure is simulated using a homemade software based on the 

differential method [3]. The structure considered as the reference one has grating period  = 800 µm, 

grooves depth p = 200 µm, and has been characterized under incident angle  = 10°. These values have been 

chosen to obtain a sufficient number of m-lines in the THz signature from 200 GHz to 800 GHz. 

Results: 

Authentication process is based on the possibility to discriminate two slightly different THz signatures: 1) 

the reference structure described above and 2) a structure whose parameters have been slightly modified. For 

that purpose, we calculate correlation coefficient (CC) of both signatures. The results of the authentication 

process are presented in Fig. 1.b. To enlighten the sensitivity of the THz signature relatively to the variation 

of the grating depth, we calculate the CC on the transmission (green line and dots) and on the second 

derivative (blue line and dots) of structures whose grating depth differs from the reference one over a range 

of 100 µm. According to Fig. 1.b, CCs calculated from 2
nd

 derivatives of the spectral signatures is dedicated 

to authentication purpose 

since it drops steeply to 0 

with depth variation of 

grooves of only tens of µm. 

Conclusion: In this study, 

we showed the possibility to 

authenticate smart cards in 

the THz domain using a 

diffractive grating structure 

directly engraved on the 

devices. To authenticate 

such structures, we used 

the correlation coefficient 

as a very sensitive 

authenticator when calculated on the 2
nd

 derivatives of the THz signature. We also show that a change of the 

geometrical size of the grating as small of several µm lead to a significant and sufficient modification of the 

THz signature to be used in authentication process with the objective to oppose counterfeiting. 
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Fig. 1 (a) Transversal scheme of the proposed structure dedicated to smart cards 

authentication. (b) CCs calculated on the signatures and its second derivatives versus 

the variation of the grating depth p. 


